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Functional Capabilities

Organizations face many threats that originate either intentionally or unintentionally

during the course of normal business operations.

We provide a powerful solution that utilizes a combination of sophisticated threat protection,
user behavior analysis and asset management capabilities to provide unprecedented
endpoint security and visibility into what's happening on your network, around the clock.

Malware Protection

* Malware Protection powered by Cylance

©

* Application Control
* Device Control

Log Management

- Centralized visibility into every endpoint
+ User behavior analysis
* Interactive/informative dashboard

IT Asset Management

* Hardware assets management
+ Software assets management
+ Compliance monitoring

Web Access Management

* Website access logs management
* Website access blocking
* Website access control

Device Management

+ Serialized USB device catalog
+ USB usage alert and block
* Wi-Fi/ Bluetooth/ Infrared/ Wired connection management
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Known Threat Unknown Threat Website Access Email Attachment ‘

— Policy configuration Security Training
‘ o and control: * Awareness
FREE * Web site access * Training

. . - USB
Ransomware Exploits Software Public Wi-Fi « Communication
Downloads USB Usage Connection device

LanScope Cat delivers Advanced Threat Prevention combining world-class endpoint
management with market-leading malware protection.

Ramge: Before and after 15 minutes of 02/28/2017 14:33:05
Q Group Name: This.Server
Client Name: InstantDemo

DisplayTime: 15 min = Display

¥ 100
Logon User Mame Date/Time LegType Evant Activation Time  Program Name Title/File Path URL
v

Administrator 02/28/2017 14:32:48 Web Access  Browse 0:00:01 hittp:/fwoerw bittorrent. comy/downloads/compiete/track/stabl--- hitp:/fww
Adkrrinistrator 02/28/2017 14:32:49 Web Access  Browse 0z00:02 BitTorrent - Intermet Explorer hitp:/fww
Aderrinistrator 02/28/2017 14:32:52 Web Access  Browse 0= 00:05 bittorrent - Bing - Intermet Explorer itz ffww
Administrator Cperation ACTIVE 12:00:00 LspQuest.axa Waming Notification - Web Browsing
Adrninistrator Ciperation ACTIVE 12:00:18 iexplore.exe Windows Downloads - pTorrent® (uTorrent) - & (very) tiny:
Adrrinistrator 02/28 Web Aocess  Browse 0= 00:04 uTorrent download - Bing - Intermet Explorer hitp: /v
Adrministraton 02282017 14:33:01 Web Aocess  Browse 0:00:14 Windows Downloads - pTorment® (uToment) - & (very) tiny--- http:/fww

02/28/2017 14:33:05 Threat 918366909651A052- - C:¥Users¥Adminstrator¥Desktop¥iew folder (Z)¥9185669--

02/28/2017 14:33:09 Threat DCC79D97307EDAS - Cr¥Users¥Administrator¥Desktop¥New folder (2)¥DCCFID9 -
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CYLANCE

LanScope Cat Protection (Protect Cat) includes CylancePROTECT®, an endpoint malware prevention
product powered by artificial intelligence and machine learning.

With CylancePROTECT, LanScope Cat adds another layer of threat prevention to the overall defense
model. IT managers will keep their network endpoints safe from internal threats and malware,
including ransomware, and know when and where a compromise was attempted.
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Operations Log
Management
Record “who” did “what” and

“‘when” at “which PC”.
If some operational violation that

could be an information leak occurs,

such as writing a customer list to
a USB, a warning is displayed

to the user, and the illict operation
is prevented.

Operational Analysis

Display the status of PCs in a
color-coded graph.

Administrator also can check

the operation logs in detail

by specifying client and time-range.
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Client

Asset

Q) Operation Logs

w Switching a

[ Lanscope cat - Console

Log

Distribute

(0]

Power

Remote

~
Config Chg

@

USB Info

- 7 %

A

Domain Info

07/27/2012 v [
Group Name Client Name Event Ti..{ Activa... Event  Program Name Window Title 8
Company. William 15:56:00 = 0:00:00 ACTIVE OUTLOOK.EXE Sent Items - Microsoft Outlook
Company... William 15:56:00 FileCopy Copy File From ¥¥192,168.102.241¥[cofidential]sales¥sales Group1¥Custom. ..
Company... Wiliam 15:56:00 FileCopy Copy File To C:¥Documents and Settings¥William¥Desktop¥Customer list.xls
Company. william 15:57:00 | 0:00:02 ACTIVE OUTLOOK.EXE Sent Items - Microsoft Outlook
Company... William 15:57:00 FileRen File Name before ... C:¥Documents and Settings¥William¥Desktop¥Customer list.xls
Company...  Wiliam 15:57:00 FileRen File Name after c... C:¥Documents and Settings¥William¥Desktop¥Product inform...
Company... William 15:57:00 | 0:00:06 ACTIVE WINWORD.EXE Untitled Message
Company... William 16:01:00 Drive... Drive added D:¥ (type: removable) (I-O DATA Secure UFD MOT USB Devi...
Company... William 16:01:00 FileCopy Copy File From C:¥Documents and Settings¥William¥Desktop¥Product inform
Company... William 16:01:00 FileCopy Copy File To D:¥Product information.xls
Company... |William 16:01:00 FileDel Delete File C:¥Documents and Settings¥William¥Desktop¥Product inform...
Company... William 16:00:00 | 0:00:00 ACTIVE SPIDER.EXE SPIDER
Company... William 16:01:00 | 0:03:32 ACTIVE Explorer.EXE Power Meter
Company... William 16:01:00 | 0:00:14 ACTIVE Explorer.EXE Program Manager

((‘.r\l’m’\ﬁr’\v William 16:01:00 | 0:00:04 ACTIVE | Fxnlorer. FXF Remavahle Disk (N:) o N

Total 2,997 item(s) i/1
~
[l Lanscope Cat - Cansole - 2 x

Client
% KN @ AN
Asset Log Distribute Power Remote Config Chg USB Info  Domain Info
® Operatnon Ana\ysts
Graph client n per day using Operation Logs. Can show sp
07/27/2012 ~ EE INDrm Norm IErr Nouse | OffHour
Ma... Regist... Client Name T Event 5 8 10 12 14 16 22h it
[ 1 2 william 1,607 I Il T II m
1 35 sophia 8s7 O R RO AL R R
1 50 ackson 838 lEnEnnn R IR i
1 5ames 721 [IILEEI AR ISR TR
i 36 Tanaka 436 1 Il
1 53 xenappol 371 NIV
1 57 melissa 293 [T TR IRERITIOSRIA fOemimi
1 24 Jack 132 I
1 25 Danel 8 (LD E I RN BRI
1 18 Emiy 7 m [[[[110f] ]
1 33 Alexander 7 ANCENRHRRINNS TV ANUCTONSRNELOND . TUAMERERANSND bnonim
1 32 Elizabeth 28
L 310m 22 | OO RR RN SRR TRR AR R RRORNTRRY
5 25 Matthew 7
£ 30 Jacob 0| o v
< >l < >

Total 25 item(s)

s

View time period-based logs

It allowed me to better understand my work so | could recognize and solve problems like managing applications.

Within five months, | was able to get more work done despite reducing my average monthly work hours by 10%.
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Hardware Management

Over 50 types of hardware
information are automatically
collected, such as computer name
and |IP address, as well as
optionally set registry data.

Optionally record and manage
printers and other peripheral
devices.

Critical information search with
variety of conditions is made
possible.

Software Management

Classify permitted and forbidden
apps and manage information
such as how many machines
each app is installed on and
their product keys.

Visualize the status of Windows
program updates and security
patch applications.

Easily determine which PCs

do not have them installed,

and update them all at once.

1

LanScope /Cat

B Lanscope cat - console

= @ Entire Network [41]
E W' Company [41]

| Client
Asset Log Distribute Power
Q

Remote

Config Chg

(©) Hardware Asset Info

4

USB Info

N

Domain Info

- 7 %

= w® LA Head Office [5] Q¥ = |
2 & Sales [2] =
B Dorici Group N... Client Name PC Name IP Address 0S Ver Machine Vendor
™ Sophia |Cumpanm William PC-0026 192.168.102.208 Windows 8 Pro 6.2.9200 LENOVO
" support [1] Compan... James PC-0029 192.168.102.209 Windows XP Profession... LENOVO
B W System [1] Compan... Emma PC-0031 192.168.101.107 Windows 2000 5.00.2... Dell Inc
= " Administration [1] Compan... Michael PC-0034 192.168.101.108 Windows 2000 5.00.2... DellInc.
@ & NY Office [29] Compan... Jayden PC-0003 |192.168.101.113 Windows 2000 5.00.2... |Dell Inc.
& m* 5] Office [4] Compan... Ethan PC-0005 | 192.168.101.115 Windows 2000 5.00.2... DellInc.
& W JP Branch [3] Compan... Emily PC-0008 |192.168.102.124 WindowsServer2008 St... |Dell Inc.
B W atandakineMansge (3] Compan... Mason PC-0012 | 192.168.101.122 Windows 2000 5.00.2... DellInc.
& Wk Mysagel[o] Compan... Jack PC-0014 |192.168.100.156 Windows XP Profession... 18M
@ & SNMP Manage [61]
Compan... Matthew PC-0015 |192.168.101.125 Windows 2000 5.00.2... Dell Inc.
Compan... Daniel PC-0036 | 192.168.101.140 WindowsServer2003 St... Dell Inc.
Compan... Jacob PC-0018 192.168.103.238 Windows XP Profession... Dell Inc.
Cotos Tk pr-nni1a (107 168 1n2 2R Windrue YD Drrfaccinn nall Tre - i
41 item(s)
Set Inactivated Alert.. Current Status. Edit....
[l Lanscope cat - Console - 7 %

Apps Permission...

Export...

| Client
F = @ N @ A
Asset Log Distribute Power Remote Config Chg USB Info  Domain Info

(<) List of Installed Apps
List stallad Apps. App ad NG nit] is shown in RE

Client-based v

Q = Q

Ma... Regist... Group Name client Name | Num ... Num ... Apps Name e
1 2| Company¥NY Office¥Sales William 180 2| [2006 1.LEAGUE Online Game
1 5 Company¥NY Office¥Sales James 134 1 2007 Microsoft Office Suite Service Pack 1 (SP1)
1 7 Company¥NY Office¥Support Emma ) 0 AccessHelp
1 8 Company¥NY Office¥Support Michael 0 o Adobe Acrobat 7.1.0 Professional - Japanese
1 13| Company¥LA Head Office¥Sup... Jayden 0 (o] Adobe Flash Player 10 Plugin
1 15| Company¥NY Office¥System Ethan 0 0 | Adobe Flash Player ActiveX
& 18 Company¥NY Office¥System Emily 102 o Adobe Reader 9.1 - Japanese
1 22 Company¥NY Office¥Support Mason 0 0 Client Security Solution
1 24 Company¥JP Branch¥Sales Jack 94 1 Compatibility Pack for the 2007 Office system
1 25 Company¥LA Head Office¥Syst... Matthew 12 1 Diskeeper Lita
1 29 Company¥LA Head Office¥Sales  Daniel az 0 Free Online Game Maplestory
1 30 Company¥NY Office¥Sales Jacob 139 2 v FX Exchange trend software w

25 item(s) 180 item(s)

As a part of my work, | needed to replace old monitors. To do that, | had to find out the year of purchase for each one.
Before using LanScope Cat, | would have had to visit more than 70 offices and check my phone and email archives to
figure out the information. But now, with the survey feature, | can organize by selection type and gather data exactly

in the way | want, and it will come out neatly in a ledger without any gap.
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Web Access
Management/ Control

Record “who” views “what web site”
“‘when” on “which computer”.

If an illicit website is viewed,

it is possible to display a notification
or block access.

Also, it is possible to limit uploads
and downloads and record what
information is posted to the web
in the web browser.

Web Access Control

Designate keywords to only allow
access to specific websites.
Create an environment where only
web sites necessary for work,

such as groupware and cloud services,

can be accessed.

LanScope Cat

LanScope Cat - Console

| Client

Config
v B

= E m o

Asset Log Distribute Power Remote

(©) Web Access Logs

s using Intern

11/05/2014 v

Group N... Client... EventTi..! Activatio... Keyword
Compan... William 16:26:35 00:00:05
Compan... William 16:26:41 00:00:02
Compan. William 16:26:43 00:00:01 NFL
Compan. William 16:26:50 00:00:01 NFL
Compan... William 16:26:51 00:00:05
Compan... William 16:26:57 00:00:02 NFL
Compan... Wiliam 16:26:59 00:00:03
Compan... William 16:27:03 00:00:03
Compan. William 16:27:07 00:00:03
Compan. William 16:27:11 00:00:00
Compan...  William 16:27:11 00:00:04
Compan... William 16:27:16 00:00:00
Compan... William 16:27:16 00:00:00 Tinder
Compan... William 16:27:17 00:00:02

< fgmnan William [ 16:37:34  (0:00:06

Total 118 item(s)

Account
Y 4 .Y
Config Chg USB Info  Domain Info

Title

URL

NFL - Google Search - Windows Internet Explorer | https:

http: //www.google.co.jp/uri?sa=tarct=j&q=8...
NFL power rankings - Week 10: Cardinals on fir...
NFL power rankings - Week 10: Cardinals on fir...
salesforce.com - Customer Secure Login Page -...
NFL power rankings - Week 10: Cardinals on fir.
salesforce.com - Customer Secure Login Page -
New Tab - Windows Internet Explorer

Yahoo - Windows Internet Explorer
https://search.yahoo.com/search;_ylt=Agar42... |
Tinder - Yahoo Search Results - Windows Inter... |
http://r.search.yahoo.com/_ylt=A0S08ypdovl... |
Tinder - Windows Internet Explorer
Tinder - Yahoo Search Results - Windows Inter... |

salesforce.com - Customer Secure | onin Paae - hit

B Lanscope cat - Console
Client Server Segment Policy Config Account
d m m @B , = e ¢ ¢ =
policy Assst  Running Apps Blocked Apps  Operation Print Web Access|  Devica  Device Serial  Apps ID Mail
(<) Settings of Title Keywords to Alert/Block
Set Title Keywords to alert/block
Q L
Browse Download Upload Write
Keyword : - :
] Alert Prohibit Alert Prohibit Alert Prohibit Alert Prohibit
[ T
L
[ Tinder L] (]
[T pormography L <
[ drug
M aitin -
40 item(s) (Max 2,000 item(s))
Add
Keyword®:  FX
Browsing (Alert):
Browsing (Block):
Download (Alert): v
OK Cancel
>

2L

After we started using LanScope Cat, we were able to detect two cases of suspicious web access within seven years.
With this, knowledge, we were able to prevent the leakage of sensitive information.




Set Usage Limits
for Each Terminal

Control or forbid the use of
CDs, DVDs, USBs, etc. by

type. Also, flexible settings
allow each PC to be set to

disable reading and writing,
disable only writing, etc.

Set USB Permissions

Designate device names
(nicknames), manufacturer
numbers (serial numbers), or
only allow company-issued
devices and forbid the use and
connection of other devices.

LanScope /Cat

2l Lanscope cat - Console

(<) List of serial managed USB

Server Segment Policy Config Account
¥ - = a B = ¢ ¢ o
Policy Assef Running Apps Blocked Apps ~ Operation Print Web Access Device Device Serial ~ Apps ID Mail
@ (¢ Restrict Device Usage per client
15t of device usage restriction per clients.
E @ Device Policy -
B [E] MOTEX Policy
&' Company [25] Q|¥Y =|| |6 (| B
2 LA Hend Office [5] 4. R G N Client N CD/DVD FD USB D Oth s
Ny Office [16] ... Re... Group Name _ ient Name /! avice er
= W 57 Office [1] |’_ 1 2 Company¥NY Off... Wiliam Prohibit Prohibit
w* P Branch [3] r 1 5 Company¥NY Off... James Permit Permit Permit Permit
O 1 8 Company¥NY Off... Michael Prohibit Prohibit
O 1 18 Company¥NY Off... Emily Prohibit Prohibit
[T 1 22 company¥NY OFf... Mason prohibit prohibit
r 1 24 Company¥IP Bra... Jack Permit Permit Permit Permit
O 1 29 Company¥LA He... Daniel Permit Permit Permit Permit
- 1 30 Company¥NY Off... Jacob Permit Permit Permit Permit
[T 1 31 company¥NY OFf... John prohibit prohibit
[T 1 32 Company¥lAHe... Elizabeth
O 1 33 Company¥NY Off... Alexander Permit Permit Permit Permit "
<[ >
21 item(s)
Cancel
<
LanScope Cat - Console
Client Policy Config Account
¥ - = a B = ¢ ¢ | =
Policy Asset  Running Apps Blocked Apps  Operation Print Web Access  Device  |Device Serial  Apps ID Mail

Purchase Date: 07/18/2013

Remarks:

Qv =|||p
Latest user (Client) *
Re... USB Name Vendor Name Product Name  Serial No USB Group Name
L] Group N... |Client Name
[m] 1-O DATA Secure UFD MOT USB ...|1-O DATA USB Flash Disk |ABC1234567890 Compan... |William
| || Sales_USB_1 BUFFALO USB Flash Disk | FO00500000000... Sales Compan John
O Sales_USB_2 BUFFALO USB Flash Disk  FOD0500000000... Sales Compan... James
] Sales USB_3 BUFFALO USB Flash Disk  F000500000000... Sales Compan Alexander
Tul Sales_USB_4 BUFFALO USB Flash Disk  FO00500000000... Sales Compan... Jacob il
< >
26 item(s)
Add managed USB...
USB Name™: Sales_USB_1
Asset No: 13

Cancel

V.
~

Since we handle a lot of sensitive information, | often lose sleep over the thought of this information getting into
the wrong hands. But thanks to Cat, we are now able to secure our computers and USBs and prevent loss or theft.
Employees are only allowed to use pre-registered USBs.




System Environments o1 100 Clents \, |\ Te S

Manager/ Sub manager/ Web console

e OS
Windows Server 2008/ Windows Server 2008 R2/ Windows Server 2012/
Windows Server 2012 R2/ Windows Server 2016

e CPU
2.0GHz or more

* Memory
4 GB or more

+ HDD free space
150 GB or more

e Database
SQL Server 2008 R2/ 2012/ 2014

Agent

* 0S
Windows XP/ Vista/ 7/ 8/ 8.1/ 10
Windows Server 2003/ 2008/ 2008 R2/ 2012/ 2012 R2/ 2016

(R
Mk

e CPU
300MHz or more

* Memory
128 MB or more
* HDD free space
50 MB or more

LanScope Cat

Register for your 30 days FREE TRIAL today.
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KYOCERA Communication Systems Singapore Pte. Ltd.

KYOCERA Communication Systems Singapore Pte. Ltd.
TEL: (+65) 6276-1501 (Sales Director: Nagano)
Email: sales@kcsg.com.sg




